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AyTeHTH )UK

be3onacHocTh nHGOpMaIN

I'ocynapcrBenHas
nH(}OpMaIMOHHAs CHCTEMA

Joctyn x nHpOpManuu
HocTynmHoCTb

3ammura nHGopManuu
OT HECAaHKIIMOHUPOBAHHOTO
JOCTyTIa

3amumaemas nHGOpMaIUs

WNnentudukanus

NudopmarnmonHas cucrema

Nudopmanmonubie pecypesl

WNndopmannonnsie
TEXHOJIOTUH

WNndopmarnus

KonTponupyemas 30Ha

KonduaenmnuaipbHOCTD

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI 1 OITPEJEJIEHUSA

- JleficTBUS TIO TIPOBEpPKE MOJIMHHOCTH CYOBEKTa OCTyIa B
UH(OPMALIMOHHON cucTeMe

- CocTosiHME 3alIMIIEHHOCTH HMHPOpMAIMK, MpPU KOTOPOM
oOecrieyeHbl ee KOHPHUIEHIINATBHOCTD, JOCTYITHOCTh M LIEJIOCTHOCTh

- Nudopmarnmonnas cucTeMa,
co3naBacMas B LICIIIX pCalii3aliun MOJIHOMOYUI roCcyaapCTBCHHBIX
OpraHoB

u obecrnieueHnss oOMeHa MH(poOpMaIe MeXay dTUMU OpraHaMmu, a
TaKXe B MHBIX YCTaHOBJICHHBIX (hefiepalbHbIMU 3aKOHAMU TIEIISX
- Bo3MoxHOCTB HOTy4eHUs HH)OPMALIUK U €€ UCTIOIh30BAHUS
- Cocrossnue wHGOPMAIMK, XapaKTEPU3YEMOE CIIOCOOHOCTHIO
TEXHHYECKUX  CPEACTB M  UH(MOPMALMOHHBIX  TEXHOJIOTHMA
obecrieunBaTh OCCHPEMATCTBEHHBIH JOCTYn K  UWHGMOpMaIuu
CyOBbEKTOB, UMEIOIINX HA ATO TOJTHOMOYHS
- 3amura WHPOpPMANMHU, HANpaBICHHAs Ha MPEIOTBpAICHUE
MONyYeHUsT  3aluinaeMorl  HWH(OpPMAIMKA  3aWHTEPECOBAHHBIMH
CyObeKTaMH C HapyIICHHEM YCTAaHOBJICHHBIX HOPMATHBHBIMH U
NPaBOBBIMU  JIOKYMEHTaMH  (aKkTamMu) Wi  oOJagaTensMu
UHPOpPMAIIMK TIPpaB WM TPABWI pasrpaHUUYCHHs] JIOCTyNa K
3alUIaeMoi HH(pOpMaIu
- Nudopmanus, sBISrOmascs MNpeaMeToM COOCTBEHHOCTH U
noJiyIeXKamias 3aluTe B COOTBETCTBUU C TPEOOBAHUSMHU MPABOBBIX
JOKYMEHTOB 17001 TpeOOBaHUSIMH, yCTaHABJINBAEMBIMHU
COOCTBEHHHMKOM MH(OpMAIHH
- [IpucBoenune cyobekTaM U 00bEKTaM JIOCTYTa UACHTU(UKATOPA
U (WIK) CpaBHEHUE TPEIBIBISIEMOT0 UACHTH(PHUKATOPA C MEPEIHEM
NPUCBOCHHBIX HIICHTH()HUKATOPOB
- CoBOKYMHOCTH cofepxarieiicst B 0a3ax JaHHBIX HH(POPMAIUU U
obecrieunBaronux ee 00paboTKy MH(OOPMAITMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX CPEJICTB
- OTnenbHbIE TOKYMEHTHI M OTIIEJIBHBIC MAacCHUBBHI JOKYMEHTOB,
JOKYMEHTBI W  MacCHBbl  JOKYMEHTOB, COJEp)Kalluecs B
nH()OpPMAIMOHHBIX cHUcTeMax (OmOimMoTekax, apxuBax, ¢GOHIAX,
OaHKaX JaHHBIX, HH()OPMAIIMOHHBIX CHCTEMAaX JIPYTUX BHUJIOB)
- [Ipomeccrl, MeTOABI TTOMCKA, cOOpa, XpaHeHUs, 00pabOTKH,
NPEJOCTABICHHS, PACHPOCTPAaHEHUS HWHPOPMAMU U  CIIOCOOBI
OCYIIECTBIICHHUSI ~ TaKHUX MPOIECCOB ¥ METOJIOB
- Cenenusi  (cooOIIeHUs, JaHHBIC) HE3aBHUCHMO

OT (OPMBI HX TIPEJACTABICHUS

- [IpocTpanctBoO (TEppuUTOpHS, 3/1aHK€, YaCTh 3/1aHUS ),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJHpyeMOe MpeObIBaHUE JIUII, HE
UMEIOIINX MOCTOSIHHOTO WJIM Pa30BOT0 JIOMYCKa,

Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEICTB
- Obs3arenbHOE 111 BHIIOJIHEHUS JTUIIOM, MOJTYYUBIIUM JOCTYII
K ompeneneHHON nH(opmaluu, TpeboBaHUE HE TMepeaaBaTh TaKyrO
UH(OPMALIMIO TPETHUM JIHLIaM 0e3 coriacus ee o0aagaTens

- eiicTBus (omepaiyu) ¢ NIepCOHAIBHBIMH JTAHHBIMH, BKJIIOYAs
cbop, cHUCTEeMAaTU3aLUIO, HAKOIUIEHHWE, XpaHEHHWE, YTOUHEHHUE
(oOHOBIICHUE, H3MEHEHHE ), UCTIOJIb30BAHUE, PACTIPOCTPAHCHHE



(B TOM umcie Tmepenady), OOe3TUYMBAHHE, OJOKMPOBAHHE,
YHUYTOXKCHHE TIEPCOHATBHBIX JAHHBIX
Omnepatop - TpaXIaHWH WIA IOPUIUYECKOE JIMIO, OCYIIECTBISIOUINE
JEATENBHOCTD 10 SKCIUTyaTanuu NH(GOPMAMOHHON CHCTEMEI, B
TOM 4Hclie 0 00paboTke MHPOpPMALUHU, COAEPIKaIIEHCs B ee
0a3ax JaHHbBIX
Jlrobas mHpopManMs, OTHOCSIIASCS K NPSIMO HIM KOCBEHHO
OIIPEAETICHHOMY WM ONpeNesIieMOMY (QH3HUECKOMY JIUILY

[IepcoHnasibHBIE TaHHBIE

VYrpo3a 6e3omacHoCTH - CoBOKYMHOCTb  YCIOBHM M  (PAKTOpPOB,  CO3JAIOIIUX

UHpopMaLnu MOTEHIHAJIbHYIO WIn peanbHO CYIIECTBYIOILYIO
OMAacHOCTh, CBA3AHHYIO C YTE€UKOW uWHPOpMAIMK W/WIN
HECAHKIIMOHUPOBAHHBIMU u/unn HenpeaHaMepEeHHbIMU
BO3JICHCTBUSIMHU Ha Hee

VYSI3BUMOCTD - Hemocrartoxk (cmabocTh) MPOTPAMMHOTO

(IporpaMMHO-TEXHUYECKOTO) CPENICTBA WIH WH()OPMAIIMOHHOM
CUCTEMBI B II€JIOM, KOTOpBIM (KOTOpas) MOXET OBITh
UCTOJb30BaHA UL peaju3aluu  Yrpo3  0e30macHOCTH
nHpopmanuu

IemocTHOCTH - YcroitunBocTh HMHGOPMAIMM K HECAHKIMOHHUPOBAHHOMY WIIH
CllydyaliHOMY BO3JICUCTBHIO Ha Hee B mpolecce o0paboTKu
TEXHUYECKHMMHU CPEACTBAMH, DPE3YJIbTaTOM KOTOPOTO MOXKET
OBITh YHUYTOXKEHHE U UCKOKECHHE HHPOPMAIIH



OBO3HAYEHUSA U COKPAIIEHUSA

I'oCT P - TocynapctBennsiii cranaapt Poccuiickoit @enepanuu
ITonuTtuka - Ionutuka uapopmannonnoit 6ezonacHocta ' OY mxona Ne199
[Tpumopckoro paitona Cankr-Ilerepoypra

[IIxona - I'BOY mkomna Ne199 Ipumopckoro paitona Cankr-Ilerepoypra
®Cb Poccun - depepanpHas cnyxba 6e3onacHoctu Poccuiickoii @eneparuu
OCTIK Poccun - @epaepanbHas ciyx0a 1Mo TEXHHYECKOMY U AKCTIOPTHOMY KOHTPOJTIO



1 OBIIME ITOJIOKEHUA

Hacrosmas [lonuTuka sBiseTcs JOKYMEHTOM, ONIPEAEIIAIONIMM HAlPaBICHUs IEATENbHOCTH B
obmactu  obOecrnedueHuss ~ WHGOPMAIMOHHOW  O€30MACHOCTM W TPEIACTaBIseT  CcOOOM
CHCTEMaTU3MPOBAHHOE M3JIOKEHHUE 1Ieieil 1 3a1a4 MHPOPMALMOHHOM 0€30IacHOCTH, KaK OJJHO WX
HECKOJIBKO IpaBWJI, MPOLEAYP, NPAKTUYECKUX MPUEMOB M PYKOBOASIIUX NPUHIUIIOB, KOTOPBIMH
pykoBozactByercs I1Ikona, a Takke OpraHu3allMOHHBIX, TEXHOJIOITMUYECKUX U MPOLIEYPHBIX aCIIEKTOB
obecrieueHrss THPOPMAITMOHHON 0€30MaCHOCTH.

[Tonoxenus Hacrosei [lonutuku He pacpocTpaHsIIOTCs Ha o0ecrieyeHne nH(HOPMaIIMOHHON
0€301acHOCTH CBEACHH, COCTABIISIONINX TOCYAapCTBEHHYIO TalHY.

OcHoBHOW 3amaueit B oOnactu uHPOpMaumoHHOM Oe3zomacHoctn Illkonma mpusHaeT
COBEPLICHCTBOBAHHE MEp M CpEACTB oOOecledeHus 3alluThl MH(pOpManuu HHGPOPMAIMOHHBIX
pecypcoB IlIkonbsl B KOHTEKCTE pa3BUTHs 3akoHomaresnbcTBa Pocculiickon denepauuu U HOpM
peryaupoBaHus HMHGOPMALMOHHOM JEATEJIBHOCTH B TEKYHIMX YCIOBUAX (DYHKIMOHUPOBAHMS
MH(POPMALIMOHHOTO TOJIS.

ITpu pazpabotke IIoMUTHKN yYUTHIBAINCH OCHOBHBIC MPHUHIUIBI CO3AAHUS CUCTEM 3alUThI
uHpOpMAIUY, XapAaKTEPUCTHKH W  BO3MOXKHOCTH  OPraHM3allMOHHO-TEXHUYECKHX Mep U
COBPEMEHHBIX MPOrPaMMHBIX U allapaTHO-MIPOrPaMMHBIX CPEACTB 3allUThl HH(OPMALIHH.

B pamkax cBoeii gesarensHocTH [Ikona 00s13yeTcst mpenpruHUMAaTh BCE BO3MOYKHBIE MEPHI JIJIs
3amuTHl THHOPMAITUHU OT YTPo3 O€30macHOCTH HH(POPMAIIHH.

TpeboBanust uHGOpPMAITOHHOM 0€30MaCHOCTH, COOTBETCTBYIOT LIEsIM AesTenbHocTH LIIKombI
U IpeJHa3HaueHbl JUIsl CHMXKCHHMS PUCKOB, CBSI3aHHBIX C peanu3aunuedl yrpo3 0e30MacHOCTH
uHpOopMaLUu.

ITonmuTuka noctynHa BceM paboTHuKaM I1Ikossl 1 BceM MOIb30BaTENSM €r0 pECypCoB.



2 IIEJIM ¥ 3ATAYU OBECIIEYEHUS NH®OPMAIIMOHHOM BE3OITACHOCTHA

Cy0bekTbl HHGOPMANMOHHBII OTHOLLIEHU

CyObexTamu npu obecrieueHUH HHPOPMAMOHHOM 6e3omacHocTH B LLIKose sABsIOTCS:

pabOTHHUKHU CTPYKTYPHBIX MOAPA3ACICHUN (B TOM YHCIIC YBOJICHHBIC);

rpaxase, paboTaroIue mo J0roBopaM rpaxaaHCKO-IIPaBOBOTO XapaKTepa;

¢busznyeckue U, MPEICTABUTENM KOHTPAreHTOB B paMKaxX HCIOJHEHUS JIOTOBOPHBIX
00513aTCNbCTB;

bu3ndeckue mia, mojasiue odpamienue B aapec Lkobr;

IOpUINYECKUE JIMIA, B PAMKAaX HCIOJIHEHUS JOTOBOPHBIX O0S3aTENBCTB WM BO HCIIOJHEHUH
TpeOOBaHMI1 CO CTOPOHBI 3aKOHOaTeNIbcTBA Poccuiickoit deaepannn;

OpraHbl TOCYJapCTBEHHOMN BIIACTH.

O0bexkTbl HHPOPMALMOHHBIX OTHOIIEHU I

ObbexTamu HH(HOPMAIIMOHHBIX OTHOIICHHUN SBIISIOTCS:

uHpopmanroHHsle pecypcebl LLkobr;

rocyaapcTBEeHHbIE HH(OpMaIIMOHHBIE cucTeMbl OniepaTopoM KOTopsIxX sBisieTcs Lkona;

mporecchl  00paboTkum  mHGopMarmu B HMHPoOpManuoHHBIX  cucteMax  [IIkoei,
UH(OPMAIMOHHBIE TEXHOJIOTHUH, PETJIAMEHTHI ¥ IPOIIeTyphl cOOpa, 00paboTKH, XpaHEHUS U NepeJadn
nHpopManuu;

UH(pOpMaLMOHHAs HHPPACTPYKTYpPa, BKIIOYAIOIIAsi CUCTEMbI 00paOb0TKH, XpaHEHUS U aHaJIH3a
uH(bOpMalliK, TPOrpaMMHBIE U MPOTrPaMMHO-aNNapaTHbIe CPEICTBA, B TOM YHCIIE KaHAJbl CBSI3U U
TEJIEKOMMYHHKAIIHIH;

CUCTEMBI M CPEJICTBA 3alIUThl HHPOpPMAIK, OOBEKTHl U TIOMELICHHSI, B KOTOPBIX pa3MELICHbI
cpezncTBa 00paboTKK UHPOPMALIUH.

Hesan ob6ecniedyeHus1 UHGOPMALMOHHOMH 0€30MACHOCTH

OcHoBHO¥ 11eNbI0 0OecriedeHust nHGOpMaMoHHON O6e3omacHOCTH LIIKOIBI SIBISIOTCS IEHCTBUS
HaNpaBJIeHbl Ha JOCTI)KEHHE 3aLIUTHI CYyOBEKTOB MH(OPMALMOHHBIX OTHOIIEHUH OT BO3MOXHOT'O
HAaHECeHMs] UM MaTepHUaJbHOro, (PU3MUECKOro, MOPAIBHOIO WJIM HHOTO yiepda, MOoCpeiIcTBOM
CJIy4aifHOT'O WJIM TIPEHaMEPEHHOT0 BO3ICHCTBHSI HA MH(OPMAITHIO, B TOM YHCIIE:

o0OecrieyeHrus OTKa30yCTOMYMBOrOo (YHKIMOHUPOBAHMSI TMPOTPAMMHBIX U  amlapaTHo-
IporpaMMHBIX cpeacTB I1IKoIbI M IpeaoCTaBIsIEMBIX CEPBUCOB;

COOMIOIEHNsI TIPAaBOBOTO PEKMMa HCIOJIb30BAaHUS MAacCCHBOB W CPEACTB  00pabOTKH
UHpOpMaLny;

NPEIOTBPALCHHUS] pealu3aluu yrpo3 0e30MacHOCTH WHGOPMalUU MpU  OCYLIECTBICHUU
nearenbHocTy [IIkomsl.

3anauu odecneyeHuss ”HPOPMANUMOHHOI 0€30M1ACHOCTH

JocTmwkenue neneit obecrneyeHuss HHGOPMaMOHHONM O€30MaCHOCTH U CBOMCTB MH(pOpMAIIHH,
[Ikona pemnraercs CleayIOMUMH 3a1a4aMu:

3aLIUTHI OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMALMOHHBIM pecypcam;

pasrpaHUyeHus AOCTYIa MMoJib3oBareneil K nH(OpMalMOHHBIM, allllapaTHBIM, IPOTPAMMHBIM U
UHBIM pecypcam;

perucTpani M TEPUOAUYCCKOTO KOHTPOJS JEHCTBHM MOJb30Bareieid mpu o0paboTke
3anUIaeMoi MHGOPMAaIK U IEPUOIUYECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUI;

KOHTPOJISI LIEIOCTHOCTH Cpebl HCIOJHEHUS MpOrpaMM U €€ BOCCTAHOBJICHHE B Cllydae
HapyLICHHUS;

oOecrieueHHs ayTeHTU(UKAIMU U HJIEHTUGUKALWK TOJIb30BaTeNIel, YYacTBYIOUIUX B
UH(POPMALIMOHHOM 0OMEHe;

oOecrieyeHrs HUCIPaBHOCTU MPUMEHsSIEMbIX B MHQOpMaIMOHHBIX cuctemax llkomsl cpencts
3alIUTHI UH(OPMAIIH;

CBOEBPEMEHHOTO BBISIBJICHHE HCTOYHUKOB YIpo3 O€30MacHOCTH HH(OpMAlMM, MPUYUH U
YCIIOBUM, CIIOCOOCTBYIOIINX HAHECEHHIO yIIepOa 3anHTepEeCOBaHHBIM CyObEeKTaM HH(POPMALMOHHBIX
OTHOIICHUH;

CO3JIaHHEM CITy>KObI MOHHTOPUHIA M PEarupoOBaHUs Ha YIpo3bl 0€30MacHOCTH WH(POpPMAIUU U
HETraTHUBHBIE MOCIE/ICTBUS;



CO3JIaHUEM YCJIOBHUH JIJIs1 MUHUMHU3alUU HAHOCHMOTO yIiep6a HelpaBOMEPHBIMU IEHCTBUAMM,
U yCTpaHEHHUE MOCICACTBUIN HapylieHus: nHopMalrmonHoi 6e3omacHoctu B [lIkoe.

Pemenue BhimienepeyrcaeHHbIX 3a1a4 B LlIkose ocymecTBiseTcs: mocpeacTBOM:

ydeTa Bcex MOJIeKAIIUX 3alUTe HHPOPMALIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS IEHCTBUI MEPCOHAIIA, OCYILIECTBIISIONIETO OOCIYKUBAaHIE U MOJTU(DHUKALIIIO
IPOTrPaMMHBIX M IPOrPaMMHO-AIIAPATHBIX CPEJICTB MH(YOPMAIIIOHHBIX CUCTEM;

periaMeHTaluy IpoleccoB o0paboTku wuHpopManuu, AeicTBuil paboTHUKoB IlIKobl,

OCYILECTBIIAIOLINX IKCIUTyaTaluIo POTrPaMMHBIX
U [pOrpaMMHO-ANMapaTHBIX  CPEACTB, HA  OCHOBE  YTBEPXKICHHBIX  OpPraHU3aLHUOHHO-
pacnopsIUTeIbHbIX JOKYMEHTOB I10 3aIUTe HH(OPMALIHH;

Ha3HAYEHUs U MOJrOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 38 OPTaHU3AIMIO U OCYILECTBIICHUE
MEpPOTIPUATHIA 10 obecrieueHno nHpopmarmoHHon 6e3onacHoctu B Llkone;

HAJICJICHUsI KaXJI0ro pabOTHMKAa MHUHHMAJIbHO HEOOXOIMMBIMH IIpaBaMU IpH padoTe B
nH(OpMaAITMOHHOW HHPPACTPYKTYPE COTIIACHO UX JIOJDKHOCTHBIM 00S3aHHOCTSIM;

COOITIOJICHHSI BCEMH Pa0OTHUKAMHU, SKCIUTyaTUPYIOIIUMU U 00CITYKUBAIOIIUMHU [TPOrPaMMHBIE
U [pPOrpaMMHO-alNapaTHble  CpPEACTBA, TpPeOOBaHMN  OPraHU3ALMOHHO-PACHOPSAUTEIBHBIX
JOKYMEHTOB I10 BOIIpocaM obecniedeHust HH)OpMaIMOHHONW O€30MacHOCTH;

NEPCOHATIBHON OTBETCTBEHHOCTBIO Ka)KIOro pabOTHHUKA 3a CBOM JIEHCTBHSA, y4acCTBYIOIIETO B
paMKax CBOMX (YHKIIMOHAJIBHBIX OOSI3aHHOCTEH B IpolleccaX aBTOMATU3UPOBAHHOW 00paboTKU
MH(QOPMALMU ¥ UMEIOIIET0 AOCTYI K pecypcaM HH(POPMALMOHHBIX CUCTEM;

peanu3anyeil TEXHOJIOTUYECKUX MPOIEecCOB OO0pabOTKM HHGPOpPMALMU C HCIOJIb30BAHUEM
KOMILUIEKCOB ~ OPraHM3allUOHHO-TEXHUYECKMX Mep  3allUThl  [POrpaMMHOr0  obOecredeHus,
pOTrpaMMHO-aINapaTHBIX CPEICTB;

HPUHATHS Mep 10 00ecieueHHI0 (PU3NIECKOM IETOCTHOCTH IPOrpaMMHO-aIapaTHBIX CPECTB
UH(POPMALMOHHBIX CHCTEM U MOJAep)KaHUEM HEOOXOAUMOT0 YPOBHS 3aIIUIIIEHHOCTH KOMIOHEHTOB;

UCIIOJIb30BAaHUSl MIPOrPaMMHBIX U MPOrPaMMHO-ANNapaTHBIX CPEACTB 3aIUThl MH(OpMaIUK
oOpabatbiBaeMoM B LlIkose 1 aAIMUHUCTPATUBHOM MOAIEPKKON UX UCTIONb30BAHUS;

KOHTPOJII COOJIFOJICHHST TIOJIb30BATENIIMH  MH(POPMAIIMOHHBIX CHCTEM TpeOOBaHUM TIO
obecrnieueHn0 MHPOPMAIIMOHHOW 0€30MaCHOCTH;

NpOBE/IeHUs aHaIn3a 3(PPEKTUBHOCTH MPUHATHIX MEP 3alUThl HHPOPMALUU U NPUMEHIEMBIX
cpeacTs 3ammThl nHpopmarmu B lkorne;

pa3paboTKM W pealu3alud MPEeAJoKEHUH II0 COBEPLICHCTBOBAHMIO CHUCTEM  3alUThI
uHpopmanuu B [lxore.

3 IPUHIIAIIBI OBECITIEYEHW S TH®OPMAIIMOHHOM BE3OINACHOCTH

Obecnieuenrie HHGOPMAITMOHHON 0€30MACHOCTH, JOJKHO OCYIIECTBISITHCS B COOTBETCTBHH CO
CJIETyIOIIMMU OCHOBHBIMU MPUHIUIAMHU:

IpyHUMI 3aKOHHOCTH

[Ipu BBIOOpPE MEPONPHUATHIA MO 3amuTe WHPOPMAIUU, TOJKHO COOIMIOIATHCS JACHCTBYIOIIEE
3akoHOoaTeNnbCTBO Poccuiickoit eneparuu B chepe 3amuThl HHPOpMALUH.

Bce paboTHUKH OMKHBI UMETh MpeACTaBiIeHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS B
cdepe 3ammuThl nHGopManuu. [IporpaMMHo-anapaTHeie CpecTBa, mpuMenseMbie B [LIkomne, qomKHbBI
UMETh COOTBETCTBYIOIIME TUIEH3UH, OPHUIHATIEHO MPUOOpETAThCS Y MPeiCTaBUTENEH pa3pabOTUNKOB
ITHX CPEJICTB WIH SBISATHCS UHTEIICKTyalIbHOM COOCTBEHHOCTHIO I1IKOIMEI.

IIpyHOMI CHCTEMHOCTH

[Ipu co3manmu CUCTEMBI 3aIIUTHI JOJKHBI YUYUTHIBATHCS aKTyaJIbHBIE YTPO3bI OE30MaCHOCTH
nH(pOpMallii, BO3MOKHbBIE 00BEKTHI U HAIIPaBJICHUS aTaK Ha Hee O CTOPOHbI HapymuTenel. Cucrema
3aIUTHI JOJHKHA CTPOUTHCS C YIETOM HE TOJIBKO M3BECTHBIX KAHAJIOB YTEYKU MH(OpMAIHH, HO U C
Y4€TOM BO3MOYKHOCTH TMOSIBJIICHUS HOBBIX YS3BUMOCTEN B IPOrPaMMHOM OOECTICUEHHH.

HpyHUMI KOMILTIEKCHOCTH

KommuiekcHoe HCnonb30BaHUE CPEACTB 3alUThl HHPOPMAIMKM MPEANnoiaraeT corjlacoBaHHOE
MPUMEHEHHUE MPU MOCTPOCHUU LEJOCTHOW CUCTEMBI 3aIlUTHI, MEPEKPHIBAIOIICH BCE CYILIECTBEHHBIE
yrpo3bl 0€30MacHOCTH HH(pOpMAIMK. 3aliuTa JOKHA CTPOUTHCS HSiIeloHupoBaHo. dusnueckas
3aIUTa J0JDKHA 00ecTieunBaThes (PU3MUECKUMH CPEICTBAMU M OPTaHU3AIIMOHHBIMH MEPaMH.
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[Ipu mocTpoeHNy, BHEAPEHUN U IKCIUTyaTallud CUCTEMBI 3aIIUTHI HHPOPMAIIMH PYKOBOACTBO
[xombr obOecmeunBaeT ycnoBus I A(OPEKTUBHOM KOOpAWHALMK JEHCTBHM BCEX JIHII,
obecrneynBaroMUX NHPOPMAITMOHHYIO 0€30MaCHOCTD.

IIpyHUOMI CBOEBPEMEHHOCTH

Pa3paboTka cucTemsl 3alIUThl HHPOPMALUMH JI0JKHA BECTHCH MapajlieNIbHO ¢ pa3paboTKoN U
MH(GOPMALIMOHHON CUCTEMBI. JTO MO3BOJIUT YYECTh TpeOOBaHUS 0€30MaCHOCTHU MPHU MPOSKTUPOBAHUU
apXUTEKTYphl M, B KOHEUHOM cuere, co3aarh Ooinee 3PQPeKTHBHBbIC MHPOPMALMOHHBIE CHCTEMBI,
o0Janaronye 10CTaTOYHbBIM YPOBHEM 3aIUIICHHOCTH.

IIpuHIUI NpeeMCTBEHHOCTH

[TocTosiHHOE COBEpIICHCTBOBAaHME MEpP U CPEACTB 3allUThl HMH(OpMAUM Ha OCHOBE
MPEEMCTBEHHOCTH OPTraHM3AIMOHHBIX M TEXHUYECKHX PEHICHHH, KaJpOBOTO COCTaBa, aHaIHM3a
byHKIIMOHUPOBaHUST WH(GOPMALMOHHBIX CHUCTEM U CHCTEMbI €€ 3alllUThl C Y4€TOM H3MEHEHUU B
METOJIaX U CPeACTBaX MmepexnBaTa MH(OPMAILIMK, HOPMATUBHBIX TPEOOBAHMIA MO 3aIIUTE HH(DOPMAIIUH.

IIpyHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpar Ha oOecrieueHne HH(POPMAIIMOHHOW 0€30MacHOCTH U IEHHOCTH
MH(GOPMALIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIiepOa OT WX pasrialleHus, yHUYTOKEHUs
U ucKaxeHus. Mcmoib3yeMbie MEphl W CPEICTBA 3allUThl WHGOPMAIMU HE JOJDKHBI YXYALIATh
SProHOMUYECKHUE MOKa3aTeIn KOMIOHEHTOB HH(POPMAIIMOHHBIX CUCTEM.

I[IpuHIHN 0TBETCTBEHHOCTH

Bo3znoxeHne oTBETCTBEHHOCTH 3a obecrneueHne 0e30macHOCTH HHPOpMAIu U ee 00paboTKu
Ha KaXJO0ro pa0OTHHMKA B TMpeaenax ero MOJHOMOYH. B COOTBETCTBHM C 3TUM MPHUHIMIIOM
pacripeiefieHue TpaB U 00si3aHHOCTEH PaOOTHUKOB CTPOUTCS TaKUM OOpa3oM, 4TOObI B CiTydae
J11000T0 HapyIIEHUs ObLT H3BECTEH HAPYIIUTEb.

IpyuHOMI 000CHOBAHHOCTH U TEXHUYECKOI peain3yeMoCcTH

NHupopmanroHHble TEXHOIOTHH, MPOTPAMMHEIE M TPOTPaMMHO-aNMNapaTHbIe CPEACTBA, MEPhI
3alUThl HHGOPMALMU JOKHBI OBITh pealn30BaHbl MO COBPEMEHHBIM pEHICHUSM, 0OOCHOBAHbBI C
TOYKH 3pEHUsl JOCTIKCHUS 3aJaHHOTO YPOBHS 3alIMIIEHHOCTH WH(POPMAIMH U IKOHOMHUYECKOM
1eJIecO00pa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAaHOBJIEHHBIM HOpPMaM M TpeOOBAHUSAM IO
6e30macHOCTH HH(POPMAIIHH.

Ipuauun npodeccnonanuzma

Peanuzanuss mep 3amuThl MHGOPMAIMU WM OKCIUTyaTallsl CPEACTB 3aIlUThl WH(OpManuu
JOJI’KHA OCYHIECTBIISITHCS MPOQPECCUOHANBHBIMU CIIEIIUATUCTAMH.

[IpuBneueHune crienuaIM3uPOBAHHBIX OPraHU3AIMA K pa3paboTKe CPECTB M peall3alud Mep
3alUThl MHGOpPMAIMH, MOATOTOBICHHBIX K KOHKPETHOMY BUAY ACSITEIBHOCTH MO 0OECIIeYEHHIO
0e30macHOCTH HHPOPMAIIMOHHBIX PECYPCOB, UMEIONIUX OMBIT MPAKTHYECKONH PabOTHI U JINIICH3UH Ha
MIPAaBO OKAa3aHUs YCIyT B 3TOU 00JIaCTH.

IpyuHUMI MUHUMM3ALUU IPUBUJIET U N0JIb30BaTe el

ObecrnieueHne Mojab30BaTeNel MPUBUIETUSIMU MUHUMAIBHO JOCTaTOYHBIMU ISl BBITTOJIHEHUS
MU CBOUX JIOJDKHOCTHBIX 00si3aHHOCTeH B [1Ikoe.

4 OCHOBHBIE TPEBOBAHMUA 110 BAIIUTE NHOOPMALIUN
OI'PAHUYEHHOTI' O JOCTYIIA

Cucrema 3amuTthl WHGOPMALMK JOJDKHA MPEAYCMATPUBATh KOMIUIEKC OpPraHW3aIllMOHHBIX,
NPOTPAMMHBIX M TIPOTPaMMHO-ANITAPATHRIX CPEICTB M Mep IO 3aluTe HHPOpPMaIUK B TpoIiecce ee
00paboTKu.

BrimostHeHrEe TpeOOBaHUI TOCTUTACTCS 3a CUET pealu3alud Ha O0BbeKTax HWH(POpMATH3AIUU
Mep 1O 3almTe HHPOPMALUH:

UeHTU(UKAIMY U ayTeHTU(PUKAIIMHA CYOBEKTOB JOCTYIa U OOBEKTOB JIOCTYIIA;

YIIPaBICHUIO JOCTYIOM CYOBEKTOB JOCTYNA K O0BEKTaM JIOCTYTIA;
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OTrpaHUYEHUIO IIPOIPAMMHOM CpPEMBI;

3alUTEe MAIIUHHBIX HOCUTENIEH EPCOHAIBHBIX JaHHBIX;

perucTpanuu coobITHi 6€30MaCHOCTH;

AHTUBUPYCHOM 3aIUTE;

00HapYKEHUIO BTOP>KEHHIA;

KOHTPOJTIO (@HAIKM3Y) 3alIUILEHHOCTH EPCOHANBHBIX TAaHHBIX;

00€CTIeYeHHIO LIEIOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI U TIEPCOHANIBHBIX TaHHBIX;

00€ecCrevyeHnI0 TOCTYITHOCTH EPCOHANBHBIX JaHHbBIX;

3aIUTHI CPEIbl BUPTYATU3AIINN;

3alIUThl TEXHUYECKUX CPEJICTB;

3alIUTH UH()OPMAIIHOHHON CHCTEMBI, €€ CPEACTB, CHCTEM CBS3H U Nepeaayy JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHue Ha HUX;

yIpaBJIeHUI0 KOH(pUrypanueid HHOOPMAITMOHHONW CUCTEMBI M CUCTEMBbI 3aIlIUTHI TIEPCOHAIBHBIX
JTAHHBIX.

[Ikouna, kak obiagarenb UH(pOPMALIUK OTPaHUYEHHOT'O JI0CTYTIA,

IIPU OCYIIECTBIEHUU CBOMX IPaB 00513aHO:

coOIII01aTh MpaBa U 3aKOHHbIE HHTEPECHl HHBIX JIULL;

MPUHUMATH HEOOXOUMBIE MEPHI MO 3aIUTE UHPOPMAIIHH;

OTPaHMYMBATH JIOCTYNl K HHGPOpMAIMM, €CIM Takas OOS3aHHOCTh  YCTAHOBIICHA
3akoHoJaTenbcTBOM Poccuiickoit deneparnym.

B Tom uucne IlIkona, Bpase €ciii MTHOE HE MPEAYCMOTPEHO 3aKOHOAATENLCTBOM Pocculickon
denepanuu:

paspeuath Wi OrpaHUYUBaTh AOCTYI K HH(POPMAIUU, ONPEACTATh MOPSAAOK M YCIOBUS TAKOTO
JOCTYTIa;

UCIIO0JIb30BaTh MH(OPMAIINIO, B TOM YHCJIE PACIpOCTPAHSATh €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBaTh HH(GOpPMAILIMIO JPYTHUM JIMIIaM Ha YyCTaHOBJIEHHOM 3aKOHOAATeIbCTBOM Poccuiickoit
®enepaun OCHOBAaHUH;

3aIUIIATh YCTAaHOBJICHHBIMHU 3aKOHOMATENbCTBOM Poccmiickoit denepanuu cnocodamu cBoU
npaBa B Cllydyae HE3aKOHHOTO MOJy4YeHHUs UH(OPMAIMK WIH €€ HE3aKOHHOTO UCTIOIb30BAHUS UHBIMHU
JUIAMU;

OCYILIECTBIISATh HMHBIE JEHCTBHS ¢ WHGpOpMalMed WIM pas3peliaTh OCYLIECTBICHHE TaKUX
NEeNCTBUM, ecnu ATH JEHCTBUS He MpoTHBopedar ¢efepaibHbIM 3aKOHAM M JPYTUM HOPMaTHBHO-
paBoBbIM akTaM Pocculickoit denepanumu.

3amuTta UWHGOpPMALMKM  OrPAaHMYEHHOTO  JIOCTyHa MpeJacTaBiIseT co0oill  mpuHsSTHE
OpPTaHHU3AIMOHHBIX U TEXHUYECKHX MEp, HAIIPABICHHBIX Ha:

cobmoieHne KOH(HICHITMATBHOCTH WH(pOpManuu (MCKIIOYEHUE HEMPaBOMEPHOTO OCTYIIA,
KOMMPOBAHUS, PEIOCTABIICHUS WIIK PACTIPOCTPAHEHUS HH(DOPMAITUH);

o0ecrnieyeHre 1eN0CTHOCTH MHpopManuu (MCKIOYEHHE HEMPAaBOMEPHOTO YHUUTOKEHHUS WU
MOIU(PHUIMPOBAHUS HH(DOPMAIHH);

peanu3anuio mpaBa Ha JOCTYI K HHGOpMAIH (MCKIIIOYCHHE HEITPAaBOMEPHOTO OJIOKHMPOBAHMS
UHPOPMALIUH).

CpeactBa 3amuThl HHGOPMALIUK BHEAPSAIOTCS MO Pe3ysibTaTaM MPOBEACHUS OIICHKU PHUCKOB
UH(POPMAIMOHHOM 0€30MacHOCTH.

Opranuzanus 3ammMThl UHGOPMALUH

IIpn opranmzanuu B Illkone 3ammThl WHPOPMAIMH, TOJKHBI BBITOIHITHCS TPEOOBAHUS
®enepanpHoro 3akoHa ot 27.07.2006 Ne 149-D3 «O6 undopmarmu, tHOOPMAITMOHHBIX TEXHOJIOTHIX
U 0 3ammre WHGPOpPMAIMN», KOTOpBIE PETYIUPYIOT OTHOLICHHS, CBS3aHHBIE C YCTaHOBJICHHEM,
W3MEHEHUEM W TIPEKpaIieHueM pexuMa o0paboTku 3ammimaeMor wHpopmamuu. B Tom uucie
TpeOOBaHUs O 3aIuTe HH)OPMAIMH, HE COCTABIIAIONIEH TOCYIapCTBEHHYIO TaliHy, coJepKalleiics B
TOCYJapCTBEHHBIX HMH(OpPMAIMOHHBIX cucTeMax yTBepxkacHHble mpukazom DCTIOK Poccum ot
11.02.2013 Ne 17 «OO0 yTBepkAeHUU TpeOOBaHUI O 3amMTe WHPOPMALUHU, HE COCTABISIOIICH
rOCy/IapCTBEHHYIO TaliHy, coJeprKalleiicsi B rocyIapCTBEHHBIX MH(MOPMAIIMOHHBIX CHCTEMax» s
roCyJapCTBEHHBIX HH(POPMALMOHHBIX cHcTeM 1o KoTopbiM lIkona sBisercss Onepatopom.
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B IlIxone moMuMO peanu3aiiii OCHOBHBIX MEp 3alIUThl THPOPMAIIUU OCYIIIECTBISICTCS
peryisipHasi OlieHKa U yIpaBlieHHe pucKaMy WH(OpMallMOHHON O€30MMacHOCTH B COOTBETCTBUU C
YCTaHOBJICHHBIMU MPOIEAYPAMH B 00JIACTH YIIPABIICHUS PUCKAMU;

nH(opMupoBaHUe, 00yUYeHHE U MOBBINICHUE KBadukauu padbotaukos [lIkomnsr B chepe
UH(POPMALIMOHHOM 0€30MacHOCTH;

METOMYeCcKasi TOMOIIb PaOOTHUKAM B BOIIpocax obecreueHrst HHPOPMaIMOHHON
0e30IMacHOCTH;

aHAJIU3 U MMOMCK BO3MOXKHOCTEH 110 MOBBIIICHUIO YPOBHS 3alIUIIIEHHOCTH HH()OPMAIIUH.

Jns opranmsanuu 3amuThl uHGOpMarmu, Illkoma BopaBe NPUMEHSTH CPEICTBA U METOIbBI
TEXHUYECKON 3allMThl, NpPEeINpUHUMATh JApyrue, HE MPOTUBOpEYAIllMe 3aKOHOJATEIbCTBY
Poccuiickoit denepanuu, MepBL.

B pamkax obGecrieueHust 3auThl HHQOpPMAIIMK, B paMKaX TPYIOBBIX OTHOLIEHUI HEOOXOIUMO
03HAKOMUTH IOJ] POCTIHCHh PAOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMAIIUN OTPAaHUYCHHOTO JOCTYIIA,
HEOOXOUM I BBIIIOJIHEHUSI MU CBOUX JIOJDKHOCTHBIX 00sI3aHHOCTEH, C mepeyHeM HMHGpOpMaluu
OTPaHUYEHHOTO JTOCTyNa, U MPUHIATHIMU B [1Ikose Mepamu 3amuThl HH(OOpPMALIUY.

Oco0eHHOCTH 32U THI IEPCOHAIBHBIX JAHHBIX

I[Ipu opranmzamum oOpabotku B IlIkone mNepCcOHaNBHBIX JAHHBIX  HEOOXOAMMO
PYKOBOACTBOBaThCsA TpeboBanmsimMu DepepanpHoro 3akoHa ot 27.07.2006 Ne 152-d3 «O
MEPCOHANBHBIX JTaHHBIX).

[lepeuenr Mep, BHIMOIHEHHE KOTOphIX oOecneunBaer Illkonma B kadecTBe omeparopa
MEPCOHANBHBIX JaHHBIX, TOJKCH BKJIFOYATh:

Ha3zHauyeHue B llIkose 0TBETCTBEHHOTO 3a OpraHu3alrio 00padOTKU MEPCOHANBHBIX TaHHBIX;

pa3paboTKy JTOKYMEHTOB, ONPEICISIONINX PABIIa B OTHOIMICHHH O0OpaOOTKH MEePCOHATBHBIX
naHHbIX B [1Ikoute, TOKaIbHBIX aKTOB IO BOMpocaM 00pabOTKH MEPCOHAIBHBIX JaHHbIX;

NPUMEHEHUE OPTaHM3AIlMOHHBIX M TEXHUYECKHX Mep To obecredeHnio 0e30MacHOCTH
MEPCOHAIIbHBIX JaHHBIX B COOTBETCTBUU CO cTaThell 19 denepanbHOro 3akoHa oT 27.07.2006 Ne 152-
@3 «O nepcoHAbHBIX JAHHBIX Y

BBITNIOJIHEHHE TPEOOBaHMI MO COCTABY U COACPKAHUIO OPTaHU3ALMOHHBIX U TEXHUUYECKUX MeEp
no o0ecrneyeHno Oe30MaCHOCTH MEPCOHATIBHBIX JAHHBIX NMPH UX 00paboTke B MH(POPMALMOHHBIX
CHUCTEeMax MEePCOHAIBHBIX JaHHBIX YyTBEpkAEHHBIX [Iprkazom OCTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEpKACHUH COCTaBa M COACPKAHUS OPTaHU3AIMOHHBIX U TEXHUIECKUX MEp M0 00ECTIeYCHUIO
0e30macHOCTH TEePCOHAIBHBIX JAaHHBIX TpH HUX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax
MEPCOHAITBHBIX JaHHBIX);

OLICHKY BpeJa, KOTOPBIA MOXET ObITh MPUYMHEH CYObEKTaM MEePCOHANBHBIX TaHHBIX B Cllydae
HapymeHus denepanpHoro 3akoHa Ne 152-@3, cOOTHOLIEHHE YKAa3aHHOTO BpeAa M MPUHUMAEMBIX
OIIepaTOpOM Mep, HAIIPABJIICHHBIX Ha OOECIeUYeHUE BBIMOIHEHUS 00s13aHHOCTEH, MPEIyCMOTPEHHBIX
®enepanbHbIM 3aKk0HOM Ne 152-D3;

o3HakomsieHHe pPaboTHUKOB I[IIKOJIBI, HEMOCPEICTBEHHO OCYHIECTBISIOMMUX 00paboTKy
MIEPCOHAJIbHBIX JIAHHBIX, C MOJIOKEHUSIMU 3akoHoaaTenbcTBa Poccuiickoit ®denepauuu 0
NEPCOHANBHBIX JAaHHBIX, B TOM 4YHCJIE€ TPEOOBAHUAMM K 3alllUTE MEPCOHAIbHBIX JAHHBIX,
JMOKYMEHTaMU, omnpeaenstomumu TpedoBanus [lIkonbl B oTHOIIEHWH OOpabOTKM TEPCOHAIBHBIX
JAHHBIX U 00y4YeHUe, IPH HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

ObecnieueHne 6€30MaCHOCTU MEPCOHANBHBIX TAHHBIX IOCTUTAETCS, B YACTHOCTH:

OlpejiefiecHueM yrpo3 U HapyluTeneid 0e30MacHOCTH IEpPCOHANBHBIX JaHHBIX MpPH UX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JTaHHBIX;

ONpeeNIEHUEM YPOBHS 3alUIIEHHOCTH TIE€PCOHAIbHBIX JAaHHBIX B COOTBETCTBUU C
tpeboBanusimu [loctanosnenus [IpasurensctBa Poccuiickoit @eneparmn ot 01.11.2012 Ne 1119 «O06
YTBEP)KJICHUH TPEOOBAHMI K 3aIMTE IEPCOHABHBIX JAHHBIX IPH UX 00paboTKe B MHGOPMAITMOHHBIX
CUCTEMax MEPCOHAIBHBIX JTaHHBIX);

NPUMEHEHHEM MPOUIEANINX B YCTAaHOBJICHHOM IMOPSAIKE IMPOLEAYpPY OLEHKH COOTBETCTBUS
CPEZCTB 3alIUTHI HH(OpMAIHH;

OLIEHKOM 7((HEKTUBHOCTH NMPUHUMAEMbIX MEp IO 3allIUTe NePCOHANBHBIX JaHHBIX J0 BBOJAA B
AKCIUTyaTaII0 HHPOPMAITMOHHON CUCTEMBI IEPCOHANBHBIX TaHHBIX;

BOCCTAHOBJICHHEM MEPCOHATIbHBIX JAHHBIX, BCIEACTBHE IMOJyYE€HUS HECAaHKIMOHHUPOBAHHOTO



JIOCTYTIa K HUM;

YCTaHOBJEHHEM MpaBWJI JOCTyNla K TEepCOHAIbHBIM JaHHBIM, O00pabaThiBaeMbIM B
WH(GOPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX, a TAK)KE 00eCIIEUeHUEM PETUCTPALUY U yueTa
BCEX JICHCTBUHM, COBEpIIAEMBIX C NEPCOHAIBHBIMH JaHHBIMH B HMH()OPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JTAHHBIX;

KOHTPOJIEM 32 MPUHUMAEMbIMU MEpaMH IO 3alIUTe NePCOHATBHBIX TaHHBIX U OMpPENeICHHOIO
YPOBHS 3AIUIICHHOCTH WH()OPMAIMOHHBIX CHUCTEMaX IEPCOHANBHBIX TaHHBIX B MpoIecce e
JKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUS K ITIPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTH

Meroauueckoe pyKOBOACTBO, pa3pabOTKy pemieHni 1Mo 3amuTe HH(popMannu, coriacoBaHue
BbIOOpa CPE/ICTB BBIYUCIUTEIFHOW TEXHUKH, MPOTPAMMHBIX M MPOrPAMMHO-AIAPaTHBIX CPEICTB
3aIUTHl MTHQOPMALMH, OPTaHU3alMI0 PA0OT MO BBIBICHUIO BO3MOXHOCTEH M MPEAYNPEKIACHUIO
YT€YKM U CBOMCTB 3amuIiaeMoil HMHQOpPMAalWHU, aTTeCTalMi0 OOBEKTOB HH(pOpMaTH3AIUN
OCYIIECTBIISIOT KOMIIETEHTHBIE CTPYKTYpPHBIE oApasaesneHus [Ikomsl.

Puznyeckas 0e30MaACHOCTH

[lpuHsATEIE OpraHM3alMOHHBIE W TEXHWYECKHE Mephl MO 3amure nomemieHnit IlIkomsl,
CepBEPHOT0O W KOMMYTAIMOHHOTO OOOpYJOBAaHHUS, aBTOMAaTU3MPOBAHHBIX PAabOYMX  MECT
noib3oBaTenel nHpopMamoHHbIX cucteM l1Ikona obecreunBaroT peaqu3aluio CIeaYIONX Mep TO:

pasrpaHMyYEHHIO JOCTyna pabOTHUKOB B moMmemieHus IIIkoiasl B COOTBETCTBHHM C HX
HOJTHOMOYHSIMH M JOJDKHOCTHBIMHU O0SI3aHHOCTSIMU;

peructpanuu (pakToB BXoJa paOOTHHKOB B IOMELICHHS B KOTOPBIX BeaeTcsi oOpaboTka
HepCOHAJILHBIX TaHHBIX;

KOHTPOJMPYEMOMY TNpeObIBaHUIO MOCTOPOHHMX Jul B lllkonme B momemieHHs, B KOTOPBIX
BezieTcs 00paboTka MH(pOpMANUU OrpaHWYCHHOTO JOCTYNA M Pa3MEIIeHBI ammapaTHbIE CpPecTBa
UH(POPMALIMOHHOMN CUCTEMBI,

OpraHU3aIHy PEKUMa KOHTPOJIMPYEMOTO0 BHOCA/BBIHOCA CPEJICTB 00pabOTKH MH(OpMAIINH.

IMomemennss IlIkonmsl MOMKHBI OBITH  OOOPYHOBaHBI JIETEKTOPAaMHU OTHA U JbIMA,
OTHETYIINTENISIMH, CHUCTEMaMH KOHIWIIMOHMPOBAHMS BO3IyXa, CPEACTBAMU OXPAaHHO-TIOKApHON
CUTHAJIM3ALINY.

OcHOBHOE CepBepHOE U KOMMYTallMOHHOE 000pyaoBanue 11Ikomb! TOKHO OBIT 3aIUIIIEHO OT
nepeboeB B MOjAaye 3JICKTPOIHEPTHMHM MyTEM TMOAKIIOUEHHS K JJIEKTPOCETH C NPUMEHEHHEM
HCTOYHUKOB OecrepeOOMHOrO THTAaHMS W PE3EpBHOIO  AM3elb-reHepartopa. McToyHukn
Oecriepe0OHHOr0 MUTaHUs HEOOXOAMMO PErylspHO TECTUPOBATh M MPOBEPSATH YMOTHOMOUYEHHBIM
paborHuKaMm I1IKoJIBI B COOTBETCTBHH C PEKOMEHAAIMSIMU TIPONU3BOTUTEIIS.

[TopTaTuBHBIE TEXHUYECKHE CPEACTBA HE JOJDKHBI OCTaBaThCA 32 MpeAeaMi KOHTPOIUPYEMOit
30HbI [1IKk0JTBI 6€3 KOHTPOJISI CO CTOPOHBI paOOTHUKOB L1IKOTEI.

Be3onacHocTh Ha paboueM MecTe

3ampemaercss BECTH 3alMCh MapoJied B OTKPBITOM BHIEC Ha MaTepHAIBHBIX HOCHUTENS, 3a
UCKJTIOYCHHEM CITy4aeB, periiaMeHTHPOBAHHBIX METOJIOB XPAHCHUS.

JIOKyMEHTBl W HOCUTENH ¢ HHQOpMAaIMeil OrpaHMYEeHHOTO IOCTyMa TOJKHBI yOUpaTbcs B
ormeuaThiBaeMble Mecra (cedidbl, mkadpel W T.1.), Opu yxome ¢ pabodero wmecra. Ha
aBTOMAaTHU3UPOBAHHOM paboueM mecte [lomb3oBaTenst paGodas ceccusi MOJDKHA OBITH TpEepBaHa,
paboumii crtonm 3abmokupoBaH. Bxox monb30BaTeNsi B CUCTEMY HE JOJDKEH BBIOJHSITHCS
ABTOMATUYECKHU.

JIOKYMEHTBI, coJieprKaliie HHPOPMAIHI0 OTPAHUYCHHOTO JJOCTYTA, JOJKHBI CPa3y U3bIMAThCS

U3 TedYaTalolux ycTpocTB. g yTwin3anuud KOH(PHUIEHIUANBbHBIX JOKYMEHTOB, JOJKHBI
HCTIOJIb30BAThCS YHUUTOKUTEIH JIOKYMEHTOB HE HUXKe 4 YpOBHS MO CTaHAApTy O€30MacHOCTH,
MPUMEHAEMOMY K YHUUTOXHUTEISAM JOKYMEHTOB.

[Ipn wucmonb30BaHMKM MOOWIBHBIX ~TEXHHMYECKHUX CPEICTB HEOOXOAMMO  COONIOAATh
JOTIOTHUTEIbHBIE MEpbl 0 pEerjaMeHTallMd W KOHTPOJIIO HCIOJIb30BaHUS B HMH(OpPMAIMOHHON



cUcTeMe MOOMIIBHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue mnpeacTtaBuTeneil IOPUAWYECKUX JIMII B paMKaxX MCIOIHEHUS JIOTOBOPHBIX
00513aTENIbCTB B IOMEIICHUSAX B KOTOPBIX BeAETCS 00paboTKa MHPOPMALIMU OTPaHUYEHHOTO JJOCTYIa
MH(GOPMALIMOHHON CHCTEMBI, BO3MOXHO TOJIHKO B COMPOBOKACHUH paboTHHKA [IIKOJIBI TOMYIIEHHOTO
710 00paboTKU TakoW HHPOpPMALIUH.

Pasmenienne TeXHHUYECKHX CpPEICTB BbhIBOJAa HHpopManuun B mnomenieHusx Lkoms
NPOM3BOIUTCS C YYETOM MCKIIOYEHHS BO3MOXKHOCTH BHM3YaJILHOTO TPOCMOTpa HH(POpMALUU
MOCTOPOHHUMU JIMIIaMU ¥ paOOTHUKAMHU, HE TOMYIIEHHBIM K paboTe ¢ JaHHON MHpOopMauei.

TexHuueckue cpescTBa AOKHBI Pa3MEIIAThCs U XPAaHUTBCS TAKUM 00pa3oM, 4TOObI COKPAaTHTh
BO3MOJXKHBIN PUCK MOBPEKICHUS M YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Texnuveckoe 00cay;KUBaHNe 000PYAOBAHMSA

Texnuueckue cpencrpa IIkonbl JOMKHBI MPOXOAWTH HA PETYISAPHOW OCHOBE CEPBUCHOE
00CITy’)KUBaHHE B COOTBETCTBUHU C PEKOMEHAALMSAMH MIPOU3BOAUTENCH 000PYIOBaHUSI.

PeMOoHT u cepBucHOE O0OCIyXKHBaHHE OOOPYIOBAHMS JOJDKHBI BBIOJHATHCA TOJIBKO
KBATM(DUIIMPOBAHHBIMU CIICIIUATHCTAMH.

Texnuueckoe o0cnyknBaHHe OOOpPYAOBaHUS CTOPOHHUMHU OpTraHH3alUsIMU HE JOJIKHO
NPUBOIUTH K PUCKY HapyIIEHHUS KOH(UACHIMAIBHOCTH 3aIlUIIaeMoi HHPOpPMaIUH.

B3aumopeiicTBHe ¢ TPeTHbUMM JIMAMM

B mensx oOecnieuenuss uHpopmarnmonHoi OezonmacHocTd IIIKoibpl mMpu B3auMOACWCTBUU C
TPETHUMH JIUIIAMH JIOJKHO BBITIOJHSATH CIIEAYIONNE MEPOIPUATHS T10:

3aKJIIOYCHHUIO COTJIAIICHUs O HEepasrjallleHMd WHGOpMAIMM OrPaHUMYEHHOTO JOCTyIa
MOJTy4YE€HHOM B X0J1€ UCTIOJTHEHHS IOTOBOPHBIX 0053aTENbCTB;

OCYILECTBIICHUIO KOHTpOJII 3a JCHCTBUSMHU TIPEICTaBUTENECH KOHTPAreHTOB B IIpejeliax
KOHTpoJupyemoit 30HbI LIIkombI.

YrnpaBieHue ’KU3HEHHbIM HUKJI0M HH(POPMALMOHHBIX CHCTEM

Meponpusatus B mporecce XU3HEHHOro IuKiIa UHGOpMaMOHHBIX cucTeM IIIKombl TomKHBI
OBITH HampaBiIeHbl Ha oOecrieueHHe 3aIuTsl HHPOPMALUK TIPU BBOJE B JCMCTBUE, SKCIUTyaTalluH,
COTPOBOXKACHUH U MOJIEPHU3AIINH, BHIBO/IA U3 SKCILTyaTallUu.

OcHoBaHMEeM TMpH pPa3pabOTKe HWH(POPMALMOHHBIX CHUCTEM JOJDKHBI SBIATHCS PELICHUS
MPUHATHIE HA CTaAuu (popMHUpOBaHUS TpeOOBaHUIM, coepKalue TpeOOBaHMUS B TOM YHCIIE IO CHCTEME
3alIUTHl UH(OPMAIIHH.

Jlroboe muaHupyemMoe K BHEIPEHUIO U3MEHEHNE HH()OPMALIMOHHON CHCTEMBI MPEABAPUTETHHO
JIOJKHO OBITh POAHATM3UPOBAHO HA COBMECTHUMOCTD M OTCYTCTBHE HapyIIECHHH pabOTOCIIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEJICTB 3alIUThl HHPOPMAIUH.

Pabotel mo MoaepHU3anMK HHOOPMAIMOHHOW CHUCTEMbI, B TOM YHCJIE IO YCTaHOBKE
IPOrpaMMHOT0 obecriedeHus] 1 OOHOBJICHUH, JOKHBI MPOBOJUTHCS B Hepabouee BpeMsi MU BpeMs
HaUMEHbIIIeH pabodel Harpy3KHu.

[Ipu BbIBOAE U3 HKCIUTyaTalMM HMH(DOPMAIIMOHHBIX CHCTEM JOJDKHO OOecreunBaThes
rapaHTHPOBAaHHOE y/aJeHue 00pabaThiBaeMOl M XpaHUMOM B HUX MH(POPMALUU C UCIIOJIB30BaHUEM
CPEJICTB TFapaHTUPOBAHHOTO YHUUYTOXKEHUS HMH(OpPMALMU WU MyTeM (PU3UYECKOTO YHUUYTOXKEHUS
HocuTeNel nHpOpMaIHH.

Bce nmpouenypsl obecrieuenus 3auuTsl nHGOpMalnu, ycraHoBieHHble B [1Ikose B oTHOIIEHNN
UH(POPMALMOHHBIX CHCTEM, JAOJDKHBI BBIMOIHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIMLIAMHU
3a OpraHu3alrio padoT 1o 3amuTe HHHOPMAITUH.

KoHTposb A0cTyNa K MHPOPMALHOHHBIM CHCTEMaM

Bce pabornuku Illkoinbl, gomymieHHbIe K paboTe ¢ MH(POPMAIMOHHBIMUA CHCTEMaMH HECYT
NEPCOHATBHYIO OTBETCTBEHHOCTH 33 HAPYIICHUS YCTAHOBJIEHHOTO MOPsIKa 00paboTKu nHPOpMaLuu.

YpoBeHb TOJHOMOYMMA TIONIb30BaTeNsl B HH(opManmoHHoit cucreme Ilkonbl momKeH
OTIPENIeNIATHCS B COOTBETCTBHHU C €T0 JODKHOCTHBIMU O0SI3aHHOCTSIMH.

Joctyn nonp3oBateneil kK HHPOpMAMOHHBIM cucteMaM LIKombl 1oMKeH KOHTPOJINPOBAThCA
aJIMUHUCTPATOPOM MH()OPMAIIHOHHON CHCTEMBI.

Ocy1ecTBIeHUE PEryIIpPHOTO KOHTPOJISI BBIOJHEHUS OPraHU3alMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB, KacalolUXCs peryiaMeHTaluu Aomycka paboTHUKOB IlIkonmbsl kK MH(MOpMAIMOHHBIM
CUCTEMaM.



NpenTuduxkanusa u ayreHTupuKanus

Joctyn moinb3oBareneil kK MHOOPMALMOHHBIM CHCTEMaM JIOJDKEH MPEeOCTaBISATHCS TOJIBKO
MI0CJIE YCIICIIHOTO 3aBEPUICHUS UACHTH(PHUKAINN, AyTCHTU(DUKAITUH.

[Tonmyuenue mnonb30BaTeaeM HMEHH B HWH(GOPMALMOHHOW CHUCTEME U Mapojs, KOTOpbIe
o0ecrneynBaroT A0CTYI K HH()OPMAITMOHHON CHCTEME, JOJDKHO OCYIIECTBISTHCS MO MPEICTaBICHUIO
PYKOBOJUTEIIS CTPYKTYPHOT'O TIOJIpa3AeiCHUsI.

YnpasJjieHue 10CTYIIOM

B Illkone MOMKHO OCYIIECTBIATHCS YIpaBICHHWE TOCTYIIOM K HMH(POPMAIIMOHHOW CHCTEME
MOCPEJICTBOM pEaIU3aliid HEOOXOIUMBIX METOJO0B, THUIIOB M TPABWJI pa3TPaHUUYCHUs JOCTYIa
noJyib30BatesiM uHpopManuoHHON cucteMbl Illkompl. B ToM dmcnme obecrnedeH 3amiuIieHHBIN
yIAJIEHHBIA JOCTYN CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa 4epe3 BHEIIHHUE HMH()OPMAIMOHHO-
TEJIEKOMMYHUKaLMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEIAMH HHPOPMALMHA

Pabotnuku 11Ikobl OMKHBI UCTIONB30BATh TONBKO YYTEHHbBIE Ch€MHbIE MAIIMHHBIE HOCUTENN
UHpOpPMALMU Ui BBINIOJHEHUS CBOUX JOJDKHOCTHBIX 00si3aHHOCTEW. Mcmonb3oBaHUE CHEMHBIX
MalIMHHBIX HocuTenel ndopmanyu B lIkosie B MHBIX LENSAX CTPOTO 3aMperieHo.

CpemMHbIe MalTMHHBIE HOCUTETN UHPOPMALUHU JOJDKHBI XPaHUTCS B ONEYATHIBAEMBIX IIKadax,
B MIOMEIIEHUSIX B KOTOPBIX MPeIycMOTpeHa 00paboTka nH(OpMaluyu OrpaHUYEHHOTO JOCTYTIA.

B ciydae kpaku WM IOTEpU CHEMHOTO MAIIMHHOTO HOCUTENS MH(POPMALIUHU, a TAaKKe MHBIX
UHIUICHTOB, KOTOpPbIE MOTYT MPHUBECTH K HapYLICHHIO CBOWCTB HMH(POpPMAIMH OrPaHUYEHHOTO
J0CTYyIa, JOJLKHBI IIPOBOAUTHCS MEPOIIPUATHSI 110 PACCIEIOBAaHUIO TAKUX UHIIUJEHTOB.

[Tpu BeIBOJE M3 DKCIUTyaTallud ChEMHOTO MAIIMHHOTO HOCHUTENs MH(OpMalnuu, BCe JaHHBIE,
XpaHsIIMecss Ha HEeM, JOJDKHBI OBITh YJalieHbl OIpeNesIeHHOW KOMHCCHEH M3 uyuciia paOOTHHKOB,
CPEJICTBOM FapaHTUPOBAHHOI'O YHUYTOXEHHUS HHPOPMAIIIH.

@akT yHMUYTOXKEHHMA HWH(POpPMAIMM HA CHEMHOM MAIIMHHOM HOcUTene HH(OpMaIuu
¢ukcupyercss B akTe 00 YHMUYTOXKEHUH HHPOpPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHUTENS
UHpOpMaLIUH.

Perucrpanusi codbITHI

B IIkome noMmKHA OCYIIECTBISATHCS PETUCTPALMM COOBITHI O€30MacHOCTH Ha BCEX
KOMIIOHEHTax HH(opManMoHHBIX cucteM Ilkoabl, B KOTOpBIX OOpabaThiBaeTCs 3alluIliaeMasi
uHpOpMaLus.

AHTHBHPYCHAS 3aLIIMTA

B memsix oOHapyXeHHMsT M YCTpaHEHHS BpPEIOHOCHBIX Imporpamm B IlIkone 1OMKHBI
HCIOJIb30BAThCS CPEJICTBA AHTUBUPYCHOM 3alIUTHI HHPOPMAIUH.

OO0s3aTeIbHOMY KOHTPOJIIO CPEACTBOM AHTUBHPYCHOW 3aIIWThl HMH(OpMAIMH  JOJDKHA
nojyiexkats Jrobas uHbopmarus (TekcToBble (aiinmbl  JOOBIX  ¢GopMaToB, (ailbl  JTaHHBIX,
UCTIOJIHAEMBIE (Dailnibl), IoJyyaeMasi U mepeaaBaeMasi o JIOKAJIbHOW BBIUMCIUTENILHOW CETH B TOM
YHClie M CeTSAM OOILEro Mojib30BaHUs, a Takke MH(OpMalMs, XpaHUMas Ha ChbEMHBIX MAaIIWHHBIX
HOCHUTEIISIX UH(POPMAIIHH.

[Ipu ycTaHOBKE TPOrpaMMHOTO 0OECIICUEHUS WIIH €r0 OOHOBJIEHHUS HA CEBEPHOE 000PYI0BaHUE
JOJDKHA aBTOMAaTUMYECKU BBINOJIHATHCS IPEIBAapUTEIbHAs IPOBEPKAa JaHHOTO MPOTrPaMMHOIO
o0ecrevyeHrs Ha OTCYTCTBHE BPEJOHOCHOTO MTPOrPAMMHOT0 O0ECTIeUeHHSI.

OOHoBiieHHe 0a3 CHUrHATYp JUI CpPEACTBAa AHTHBHPYCHOM 3aIlUThl WH(GOPMALUU JTOJKHBI
OOHOBJIATHCS €XEIHEBHO.

[Tonp3oBaTenu 6e3 mpaB agMUHUCTpaTOopa WHPOPMALMOHHON cucTeMbl LIIKONBI HE TOJKHBI
UMETh BO3MOXKHOCTb IMOJIYUE€HHUS JOCTYINa K KOH(PUTypaluu aHTUBUPYCHOTO CPEJICTBA 3AIMUTHI WU
€ro OTKJIFOUEHHUS.

KoHTpoJi1b 3a1IMIIEHHOCTH NMEePCOHAIBHBIX JaHHBIX

B memsax uMCKiIOYEHHS SKCIUTyaTallddl YSA3BHUMOCTEH HPOTPaAMMHOTO OOeCHeueHHs JTOJIKHBI
IPOBOAMUTCS pPalOTHl IO BBISBICHHUIO, aHAIM3y YSI3BUMOCTEH WHGOPMAIMOHHONW CHCTEMBI U
OIEpaTUBHOE YCTPAHEHHE BHOBb BBIABICHHBIX YSI3BUMOCTEH. B TOM uMcie opraHusanusi KOHTPOJISA
YCTaHOBKHM OOHOBJICHHS POTPaAaMMHOI0 00eCIedeH sl BKII0Uast CPEJICTB 3aIUThl HH(POPMALIUH.

Hcnonb3oBaHnue NporpaMMHOro odecrne4eHus

Beibop mnporpammHoro obecreueHus Ui NPOM3BOACTBEHHbIX HYyxa Illkonbl momken



IIPOU3BOJUTHCS B IIPUOPUTETE K OTCUYECTBEHHOMY, BHECEHHOTO B ENMHBIN peecTp POCCHUCKUX
IPOTpaMM JIJIs JIEKTPOHHBIX BHIUMCIINTENIBHBIX MAIIMH U 0a3 1aHHBIX. B ciaydae oTCcyTCTBHSI aHaIora
B EanHOM peectpe poccuiiCKUX pOrpaMM ISt 3J€KTPOHHBIX BEIYMCIUTEIBHBIX MAIIMH U 033 JaHHBIX
JIOITyCKAETCs UCII0JIb30BaTh IPOIPaMMHOI0 00ecre4eHne UMIIOPTHOTO IPOU3BOICTBA.

Hcnosb3oBanue cpeacTs KPpUNTOrpagu4ecKoi 3aluThl HHGOpMaLul

Obecneuenne 3amuUThl HHGOPMAIMU OrPaHUUYEHHOTO JIOCTYTA OT PACKPBITUS, MOAU (UKL U
HaBsI3bIBaHUs (BBO/IA JIOKHOW MH(MOpMAIIMK) TIpU ee epeaade (IIOAroTOBKE K Iepeaaye) mo KaHajaiam
CBSI31, UMEIOILUM BBIXO/I 32 ITPEJIENIbl KOHTPOIUPYEMOH 30HbI 00eCTIeunBaeTCs IPUMEHEHUEM CPEJICTB
KpUnTorpaguyecko 3amuThl HHPOPMALIUH.

[Ipuobperenue cpeacts kpunrtorpadudeckoi 3amuTsl nHGopManmu [IIKobl ocyiecTBaseTcs
Ha OCHOBAaHUH JOIOBOPOB U KOHTPAKTOB C JIMLAMH MMEIOIIMMH JelcTByromyto nuuneHsuto ®Chb
Poccun Ha ocymiecTBieHHME MAEATENBHOCTH IO pPa3pabOTKe, MPOU3BOACTBY, PAaCHpPOCTPAHEHUIO
U (POBATBHBIX (kpunTorpaduUEcKux) CPEJICTB, MH(POPMAIIMOHHBIX CUCTEM "
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3allUIIEHHBIX C  HCIOJb30BaHUEM  MIM(POBAIBHBIX
(kpunTorpaMuecKnux) CpeACTB, BBHIIOJIHEHUIO PAa0OT, OKA3aHUIO YCIYr B 00JacTu IM(POBAHUS
uH(OpMaIUK, TEXHUUYECKOMY OOCITY)KHBAHHIO IH(PPOBAIBHBIX (KpUNITOrpaUUecKuX) CPEICTB,
UH(POPMALMOHHBIX CUCTEM M TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3alUIIEHHBIX C HCIOJIb30BAHUEM
mUGPOBATHHBIX (KpUNTOTpadUUecKnX) CpPeACTB (3a HCKIIOYCHHEM CiIydas, €ClIM TEXHHYECKOe
oOcnyxuBaHue MHUQPPOBATBHBIX (KpUNTOrpaUUECcKUX) CPeACTB, HH(POPMAIMOHHBIX CUCTEM U
TEJIEKOMMYHUKAI[MOHHBIX ~ CHCTEM,  3allUIIEHHBIX C  HCIOJb30BaHUEM  MIM(POBAIBHBIX
(kpunTorpadMuecKux) CpeACTB, OCYIIECTBIAETCA i oOecreyeHus COOCTBEHHBIX — HYXK[
IOPUINYECKOTO JINIA WIK UHAWBUIYAIBHOTO MPEIPUHUMATETI).

B nmemsax opranmzammum M oOecnedeHUM Iepenadyd HHQOpPMAlUH 10 KaHajdaM CBSI3U C
UCIOJIb30BAHUEM CPEJCTB KPUNTOTpapUuecKo 3aIiuThl MHPOPMALUHU, a TAKXKE BBIIOIHEHUS
nureH3uoHHbIx TpedoBannii ®Ch Poccun B IlIkorne qomxkeH ObITh CO3aH OPTaH KPUNTOTpadhUIECKOM
3aIIUTBHI.

[Mopranpable pemeHus IIIKombl ¢ BO3MOXHOCTBIO JOCTYIAa C CETel OOIIEro MOJIb30BAHUS
JOJDKHBl B NIPHOPUTETE pa3padaTbiBaTbcs C OpPraHM3alMel 3alllMIIEHHOr0 KaHajla IOCPEICTBOM
nportokosa TLS ¢ nogaepxkoit anroputmos ['OCT 34.10.

Hcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJeKTpOHHAas To4YTa JOJDKHA Hcmosb3oBathesi B Illkose ¢ menpio opraHuzanuu oOMeHa
9JICKTPOHHBIMH  COOOIICHUSIMH ~ MEXAY paOOTHUKaMH W  CyObeKTamMu HWH(OpPMaIMOHHOMN
0€30MaCHOCTH.

[Ipu McnoIb30BAHUM AJIEKTPOHHOM MOYTHI 3aMPEIIACTCS:

oOMeH MH(popManueit A Cry>keOHOTO MOJIb30BaHMs, a TaKKe HH(pOpMaIMel OrPpaHUYCHHOTO
JOCTYIa;

IIPEOCTABICHUE TOCTYIIA K 3JIEKTPOHHOU IOYTE C UCIIOJIIB30BAHUEM JAHHBIX CBOCH Y4ETHOU
3allUCH TPETHUM JIULIAM;

nyOJIMKALUs CBOETO CIYXEeOHOTo ajapeca 3JIEeKTPOHHON MOYTHI B AJIEKTPOHHBIX KaTalorax, Ha
MIOMCKOBBIX MalIMHAX U APYrHX pecypcax cetu MHTepHeT B LesiX, He CBA3AHHBIX C UCIOJIHEHUEM
CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEH;

HOJMKCKA 110 3JIEKTPOHHOM MOYTE Ha pa3jIndHbIE PEKJIaMHbIE MAaTEPUabl, JIUCTBI PACCHUIKH,
AJIEKTPOHHBIE XYPHAlbl U T.O., HE CBA3aHHBIC C BBIIOJHEHHEM I10JIb30BATENIEM JOJKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBINOJHEHHE) (ailjioB, MOJYYCHHBIX MO 3JIEKTPOHHOW MOYTE WM W3
pecypcoB cetn MHrepHer, 06e3 mnpeaBapUTENbHOW NMPOBEPKHM HUX AHTUBUPYCHBIM IPOTrPAMMHBIM
o0ecrieyeHHEM.

Pa0ora B ceTsix 0011€ro NoJL30BaAHUSA

[Ikomna ocTtaBnseT 3a cOO0 MpaBo OJOKUPOBATH WM OTPAHUYMBATEH JTOCTYI PaOOTHHKAM K
CEeTAM CBS3M OOLIEro IMOJIb30BaHMs, B TOM uuciie cetu MHTepHeT, cofepkaHnue KOTOPhIX HE MMEEeT
OTHOILIEHHS K MCIIOJIHEHHUIO JIOJDKHOCTHBIX 00s3aHHOCTEH, a Takke K MH()OPMAIIMOHHBIM pecypcam,
COZEP)KaHUE W HAMPABJICHHOCTh KOTOPBIX 3aMPELIEHbI 3aKOHOAATEILCTBOM Poccuiickoit denepanuu.

Wndpopmanus o mnocemaembix pabotHukamu IlIkonsl  WH(GOpPMAIMOHHBIX — PECYpCOB
IPOTOKOJIUPYETCA Ul NMOCIEAYIOIIEro aHalIu3a 1, IpU HEOOXOIMMOCTH, MOKET OBbITh Ipe/ICTaBlIeHa



PYKOBOJUTEISIM CTPYKTYPHBIX MOAPA3ICICHUN, a Takke pykoBoauTemto [IIKombl A1t KOHTPOJIIA.

[Ipu ucnonb3zoBanuu cetu MHTEpHET 3anpelieHo:

MCIIOJIb30BaTh NpenocraBieHHbi [Ikonoi noctyn B cetb IHTEpHET B IMUHBIX LEJIAX;

HCIOJIb30BaTh HECAHKIIMOHUPOBAHHbIE MPOrpaMMHBIE M MIPOrpPaMMHO-aIIapaTHbIE CPEICTBA,
MO3BOJISIOIINE TTOJIYYUTh HECAHKITMOHUPOBAHHBIHN OCTYM K cet IHTepHeT;

nyO0IMKOBaTh, 3arpyXaTb W PacHpOCTPaHATh MaTepHallbl COJEpKallle HEeIOCTOBEPHYIO
uHopmanuio o lllkone, a Takxke danbcuduuponars cBoit [P-agpec.

Pe3epBHOE KONMpPOBaHNe U BOCCTAHOBJIEHUE TAHHBIX

Ocy1iecTBieHHE PE3EPBHOIO KOMMPOBAHNUS JOJKHO OCYILECTBIATHCS JIJIS:

nHdpopmanuu  oOpabaTeiBaeMoli Ha (HaliJIOBOM CepBepe U  CEpBEpE  MPHUIOKCHU,
UH(POPMALIMOHHOMN CUCTEMBI,

pabouux MECT aIMUHUCTPATOPOB HH(OPMAITMOHHON CHCTEMBI.

YacTtora M PEeXUM PE3epPBHOIO KOMHMPOBAHUS YCTAaHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecneynTh MUHUMAIbHYIO TOTEPIO JaHHBIX U ONIEPaTUBHOE BOCCTAHOBIICHUE.

Hacrpoiika pe3epBHOr0 KONMPOBaHUS U BOCCTAHOBIICHUS PECYypPCOB HH(POPMALIMOHHBIX CUCTEM
[komB! AOHKHBI MIPOBOJIUTH YIIOJIHOMOYEHHBIE paOoTHHUKH [1IKOMbI.

PezepBHOE KOMMpOBaHME [JOHKHO OCYIIECTBISATECS B  aBTOMATUYECKOM PEXKUME C
NPUMEHEHHEM OTEYECTBEHHOTO CIEHUATU3UPOBAHHOTO CpPEJCTBA PE3EPBHOTO KOMHPOBAHUS C
JEHCTBYIOIUM CepTH(PHUKATOM COOTBETCTBHSA 110 TpeboBaHusM Oe3onacHocTH uHpopmarmu GCTIK
Poccun.



6 OCHOBHBIE TPEBOBAHUSI K TPOLUECCAM YIIPABJIEHUSA
NHO®OPMAIIMOHHOMU BE30OIMTACHOCTBIO

MonuTOpuHT HHPOPMALMOHHOI 0€301aCHOCTH

Ha mocTostHHON OCHOBE [OJKEH NPOBOJUTHCS KOMIUIEKCHBIH aHaau3 (DyHKIMOHUPOBAHMS
uHpOpMaMOHHOM cucTeMbl LIIKOJIBI 1 BOZHUKAIOMIMX COOBITUH MHPOPMALIMOHHOM O€30MaCHOCTH.

[Iporiecc MOHUTOpPHHTA CHUCTEMBI OOecreueHuss WH(POPMaIMOHHON O€30MacHOCTH JOJKEH
BKJIIOYATh B €051 KOHTPOJIb OPraHU3aIIMOHHBIX M TEXHUYECKUX MEp MO 3aluTe HH)OPMAIIH, aHaTIN3
napaMeTpoB KOHQUI'ypallui ¥ HACTPOMKHU CPEACTB 3aIUThl HHPOPMALIHN.

IIpu mpoBeneHUM KOHTPOJIBHBIX MEPOIPUATHH, CBA3AHHBIX C OLCHKOM pealu3aluud Mep II0
samure uH(GopManuu B Illkone, ynogHOMoueHHble pPaOOTHHUKHM JOJKHBI IPUAEPKUBATHCS
CJICAYIOMIUX MPUHIIUIIOB!

HE HapylaTh GYHKIHOHUPOBaHUE JesTenbHOCTH LIKomb;

JeCTBOBaTh B COOTBETCTBUM C YTBEpP)KICHHBIMH OpPraHU3allMOHHO-PACTIOPAIUTEIbHBIMU
nokymenramu llIkomsl o 3amure nHGopMauuy;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON 0€30IacHOCTH;

O0(OPMIIATH OTUETHI, TOATBEPHKAAOLIME BBITIOJIHEHUE MEPOIIPUATHI 110 3aIUTe HHPOPMALIUU.

Wndopmanus, monyueHHas B X0/1€ MPOBEACHUS KOHTPOIUPYIOIIHUX MEPOTPUATHIA O NEHCTBHSX,
COOBITHUSX U NTapaMETPax, UMEIOIINX OTHOLICHUE K peaTu3aliii Mep 10 3aluTe HHPOpMALUH, JOIKHA
KOHCOJIMJUPOBATBCA W XPAaHUTbCA B MECTaX, HCKIIOYAIONIMX  TOJy4YeHHe K  HeHl
HECAHKIIMOHUPOBAHHOIO JIOCTYIA.

MOHUTOPHHT JaHHBIX O 3apETUCTPUPOBAHHBIX COOBITHIX HMH(OPMAIIMOHHON 0€301MacHOCTH
JIOJKEH MPOBOJIUTHCS, MO0 BO3MOKHOCTH, C UCIOJIb30BAHUEM CHUCTEMbl MOHUTOPHHIA WHIIMJEHTOB
UH(POPMALMOHHON 0€30MaCHOCTH WJIM BCTPOEHHBIX MEXaHHU3MOB HACTPOWMKM M ayAHWTa COOBITHH B
IPOrPpaMMHBIX W HPOrpaMMHO-alMapaTHBIX CPEICTBaX, HCIOJIb3yeMbIX B HH(MOPMALMOHHON
uHdpactpykrype Ikossr.

YupasiieHue puckamu

OmnpeneneHre BHYTPEHHUX TPeOOBaHUM 1O 3amuTe MH(OPMAIMH, JOJDKHBI OCHOBBIBATHCS Ha
pe3yabpTaTax IpPOBEACHUS aHajau3a PUCKOB HapyLIEHHs OCHOBHBIX CBOMCTB 0€30IaCHOCTH IJis
UH(POPMaLMOHHBIX pecypcoB I1Ikobl.

OCHOBOM OLIEHKH PUCKOB JI0JIKHA OBITh OLIEHKA YCIOBHH U (PAKTOPOB, KOTOpPBIE MOTYT CTaTh
NPUYHHOM HApYIIEHUs LEJIOCTHOCTH, KOH(DHUICHINATBHOCTH U JOCTYIHOCTH A1 MH(POPMAITMOHHBIX
pecypcos kol

PesynbraToM npoBeneHHs aHalW3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBI KOMIUIEKC Mep,
HalpaBJIEHHBIX Ha CHWKCHHE BO3MOXKHOTO HETaTMBHOIO BJIMSHUS HAa OCHOBHYIO J€SATEIBHOCTh
[Ikoubl pu peanu3aliy TOM WM WHOW Yrpo3bl 0€30MacHOCTH MHPOPMALUU U 00eCTIeUYnBaIOIINUX B
JaJIbHEHIIEM TI0CTaTOYHbIN YPOBEHb 3aLUIEHHOCTH HHPOPMAMOHHBIX cucTeM I1IKobl.

YnpasieHue HHIMIeHTAaMH HHGOPMALMOHHOI 0e30MacHOCTH

s obecnieuennst 3pPEeKTUBHOTO pa3peIieHs] HHIIMICHTOB HHGOPMAIIMOHHOW 0€30MacHOCTH
B llIkone, MUHMMH3ALIMU TIOTEPh U YMEHBIIEHUS PHCKAa BO3HUKHOBEHHUS TMOBTOPHBIX MHIIMJCHTOB
JIOJDKHO OCYILECTBIIATHCS YIPABICHUE UHIIMIEHTaMU UH()OPMaIIMOHHON 0€30I1aCHOCTH.

Jns ynpaBieHHs HHUMACHTAMH WH(POPMALMOHHOM O0€30MacHOCTH JOJDKHA OBITH CO3/aHa
cily>)k0a MOHUTOPHMHIA M pearupoBaHMs Ha MHLIUACHTHl MH(OPMAIIMOHHON 0€30MacHOCTH, KOTopast
MOCPEICTBOM KOMILJIEKCA CPEJICTB U MEPONPUATHHA [uis cOopa M KOHCOMMIAIMH HH(pOpMAIUUA 00
MHIMJEHTAaX pellaeT JaHHYI 3agady. B OTHOIIEHHMM KaXI0ro MNpOU3OIIEIIero HHUIUACHTA
paboTHHKaMM M3 CIYXObl MOHMTOPUMHIA M pearupoBaHMs Ha MHUUACHTH HH(POPMALMOHHON
0€30MacHOCTH JIOJDKEH BBITIOJHIATHCS €70 aHAIIN3, U pa3padoTka 3P GEeKTUBHBIX MEp pearupoOBaHUs HA
JNAaHHBINM MHIIUJEHT.

AyauT cucTeMbl o0ecniedyeHrsi HHPOPMALMOHHON 0€30I1aCHOCTH

B nensx onenku Tekymiero ypoBHs nHGopMarmonHon 6e3onacHoctr LIIkobl Ha perynspHOi
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT UHPOPMALIMOHHOM O€3011acHOCTH.



BryTpeHHUEe ayAuThI TOKHBI BBIOIHATHCS paboTHukamu [1Ikonbl. B ucio 3aga4, pemaeMbix
NIPY IPOBE/ICHUH BHYTPEHHHUX ayAUTOB WH(OPMAIIMOHHON 0€3011aCHOCTH, BXOIAT:

cOOp M aHaNM3 UCXOAHBIX JAHHBIX 00 OPraHM3alMOHHONH M (PYHKIIMOHAIBHOW CTPYKTYpe
UH(POPMAIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OIICHKH COCTOSIHHUSI CHCTEMBI 3allIUThI HH(POPMAIIHH;

AQHAIU3 YTBEPXKACHHBIX OPraHU3AI[MOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB 110 3allluTe
nH(OpMaIMK HA TPEIMET UX MOJHOTH U 3PPEKTUBHOCTH, a Takke (popMUpPOBaHUE PEKOMEHIAIIHMA
10 UX A0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBaHue (UHAHCOBOM A(P(PEKTUBHOCTH BHOBBH MPHOOPETAEMBIX CPEACTB 3allUThHI
UHpOpMaLny;

MIPOBEPKa MPABIIBHOCTH BEIOOPA M HACTPOMKH CPEICTB 3aIUThI HH(DOpMaIuu, GopMUpPOBaAHUE
MPEUIOKEHUN M0 HMCMOIh30BAHUIO MMEIONIUXCSI CPEJCTB 3alUThl MHPOPMAIMH AJIsl TTOBBIIICHUS
YPOBHSI HAAEKHOCTH U O€30MaCHOCTH MH(POPMAIIMOHHBIX cucteM [1IKobr;

aHAJIM3 OTYETOB [0 MPOM3OMICANINM HHIMICHTAM WH()OPMAIIMOHHOW OE30MacHOCTH U
NPUHSATBIM MepaM IO UX Pa3peleHHIO.

IloBbIlIeHNE 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHm3anMud  KOMIUIEKCHOTO MPOTHBOJCHCTBUS  yrpo3aM 0Oe30MacHOCTH
uHpOpMAILIMK, HCXOASIUM OT paboTHHKOB IIIkombl JOMKHA TIOCTOSIHHO TMOBBIIIATHCS —HX
OCBEJOMJICHHOCTh B 00JIACTH 3aIIUTHl HH()OPMAITUH.

[oBbIteHue ocBe1OMICHHOCTH paboTHUKOB L1IKOIIBI OCyIIECTBISCTCS:

1o cyniectByromuM B [1Ikone opraHu3amoOHHO-paCcTIOPSIIUTEIFHBIM JIOKYMEHTAM;

no npuMeHsieMbIM B [1Ikoe Mepam 3amuThl HTHPOPMAITIH;

10 IPaBHJIBHOMY UCIIOJIB30BaHUIO CPEJICTB 3aIIUTHI HH(POPMAIINH.
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7 3BAKJIIOYEHUE

[Tpu u3mMeHeHnu aeicTByOIEero 3aKoHonaTenscTBa Poccuiickoii deneparyu B 061acTH 3aIUT
bl MHPOpPMAIMH, a TaKKe OPTraHU3allMOHHO-PACHOPSAUTENbHBIX JOKyMeHTOB IlIkonbl HacTosas
ITonuTka M U3MEHEHHUS K HEH NPUMEHSIOTCS B 4YacTH, HE NPOTUBOpPEYAIIEH BHOBb IIPUHATHIM
3aKOHO/IATEJIbHBIM U UHBIM HOPMATUBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKyMeHTam IIIkomsl.

Bce TpeOoBaHMs, yCTaHOBJICHHBIE [JEHCTBYIOIIMM 3aKOHOJATEIHCTBOM Poccuiickoi
denepanny, MOA3aKOHHBIMU AKTaMH W JIOTOBOPHBIMM OTHOLIEHMSAMH, a Takxke noaxon Illkomsr k
00ECIIEYeHNI0 COOTBETCTBHSI 3TUM TPEOOBAHUSAM IOJDKHBI OBITH SIBHBIM 00pa3oM ONpeieCHBI,
JOKYMEHTHUPOBAHBI U MOJJIEPKUBATHCA B AKTYAJIbBHOM COCTOSIHUH.

[lIxosa B MpUOPUTETHOM HANPABJICHUM JOJDKHA PACCMATPUBATh IIEPEXOJ Ha NPOrPaMMHOIO
o0ecrieueHrne OTEYECTBEHHOTO IPOW3BOJIUTENSA, BKIIOYEHHOTO B EAMHBIA PEecTp POCCUUCKUX
IporpamMM JUIsl 3JIEKTPOHHBIX BBIYMCIMTENBHBIX MAIIMH W 0a3 JaHHBIX. B TOM uucie mo vactu
CepBEPHOr0, KOMMYTAlIMOHHOT'O 00OPYI0OBaHUS U POrPaMMHO-aNIapATHBIX CPECTB BKIIIOUEHHBIX B
Enunblil peecTp poCCUICKON paguodIEKTPOHHOU IIPOAYKIIMH.

[lepecmoTp ¥ BHeceHHE W3MEHEHUHW B HACTOSIIYIO [loNMTUKY OCYIIECTBISAIOTCA Ha
MEPUOINYECKON U BHEIUIAHOBOM OCHOBE.
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8 CIIMCOK UCITOJIb3OBAHHbBIX HCTOYHUKOB

1 ®enpepanbubiii 3ak0H oT 27.07.2006 No 149-03 «O6 mnbopmanuu, WHPOPMAITMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE UH(DOPMAITII.

2 ®denepanbublil 3akoH 0T 06.04.2011 Ne 63-D3 «O0 »IEKTPOHHON TTOATIHCH.

3 IlocranoBnenue IlpaButensctBa Poccuiickoit ®eneparmu ot 16.04.2012 Ne 313 «O6
yrBepxkAeHUH [lojoXeHus O JMIEH3UPOBAHUHM JEATEIbHOCTH IO pa3paboTKe, MPOU3BOJACTRY,
pacrpocTpaHeHHIO MHU(POBATBHBIX (KPUNTOTPahUIECKUX) CPEACTB, WHPOPMALMOHHBIX CUCTEM H
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTE€M,  3alIUIIEHHBIX C  KCIOJb30BAaHMEM  HIM(PPOBATIBHBIX
(kpunTorpauuecKrux) CpeACTB, BBHINOJHEHHIO pabOT, OKa3aHUIO YCIyr B OOJIACTH MIM(pPOBaHUS
nH(popManuy, TEXHUYECKOMY OOCIY)XHBaHWIO MMHU(PPOBATBHBIX (KpUNTOTpauUecKux) CpeiCTB,
MH(POPMAIIMOHHBIX CHCTEM U TEIEKOMMYHHMKAIIMOHHBIX CHUCTEM, 3alUINEHHBIX C HCIOJIb30BaHHEM
MUGPOBATHHBIX (KPUNTOTPAPUIECKUX) CPEICTB (3a HCKIIOYEHHEM Cydas, €CJIMd TEXHUYECKOe
o0CITy’)KMBaHHE MIH(PPOBATBHBIX (KPUNTOTPAPUUECKUX) CPEACTB, HH()OPMAIIMOHHBIX CHUCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTE€M,  3alIUIIEHHBIX C  KCIOJb30BAaHMEM  HIM(POBATIBHBIX
(kpunTorpaMUecKux) CpPEeNCTB, OCYLIECTBISETCS s oOecrmeyeHus COOCTBEHHBIX — HYXKI
IOPUANYECKOTO JINLA WIM WHIUBUAYATBHOTO IPEATPUHUMATES ).

4  Tlocranosnenue IlIpaBurenbctBa Poccuiickoit @enepamuun ot 01.11.2012 Ne 1119 «O6
YTBEP)KICHUH TPEOOBAHUH K 3aIIMTE TIEPCOHATBHBIX JaHHBIX IPH UX 00paboTKe B MH(POPMAITMOHHBIX
crcTeMax NepCOHATBHBIX JAHHBIX».

5 Tlpuxaz ®AIICHU ot 13.06.2001 Ne 152 «O6 yrBepxkaenuu MHCTpyKInu 06 opraHU3auu
u obecrieueHNMH O€30MACHOCTH XpaHEHUs, OOpadOTKM M Tepeiadd IO KaHajlaM CBSI3U C
MCIOJIb30BAaHUEM CPEICTB KpUNTOrpaduyeckoi 3amuThl HHGOPMALUU C OTPAaHUYEHHBIM JIOCTYIIOM,
HE COJEpXKaIIEeH CBEICHUMN, COCTABIIAIOIINX I'OCYJaPCTBEHHYIO TalHY».

6 IIpukaz ®Cb Poccun ot 09.02.2005 Ne 66 «O06 yrBepknennn [lonoxkenus o pa3paboTke,
MPOM3BOJICTBE, PEAIM3ALUU W HKCIUTyaTallMk IMH(POBaIbHBIX (KPUNTOTpaUUECKHX) CpEeICTB
samuThl nHGopmaruu (ITomoxxerue I1K3-2005)».

7 Ilpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxkaeHHH TPeOOBaHUI O 3aIIuUTe
nH(popManuy, HE COCTABJIAIONICH TOCYJApPCTBEHHYIO TalHY, COJEp)KAIICHCs B TOCYAapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMAax.

8 TIlpuxaz ®CTOIK Poccum ot 18.02.2013 Ne 21 «OO6 yTBEep>KIACHUU COCTaBa U COJIEPKAHUS
OpPTraHU3aLMOHHBIX U TEXHUYECKUX MEp 10 00ECIIeYeHUIO OE30MaCHOCTH NMEPCOHATBHBIX TAHHBIX MIPU
ux 00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX).

9 Ilpuka3 ®Cb Poccum ot 10.07.2014 Ne 378 «OO6 yrBepxkaennu CocTaBa M COAEpIKaHUS
OpPraHM3aIMOHHBIX U TEXHUYECKUX Mep 10 00ecredeHno 0e30MacHOCTH MEePCOHANBHBIX TAHHBIX TPU
ux 00paboTke B MH(POPMALMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAHHBIX C MCIOJb30BAHUEM CPEICTB
KpunTorpaguueckoi 3amuTbhl MHPOpPMAIMU, HEOOXOAMMBIX [UIsl BBIIIOJIHEHUS YCTAHOBJIEHHBIX
[TpaButensctBOM Poccuiickoit ®Denepanuu TpeOOBaHUN K 3alIUTEe MEPCOHANBHBIX TaHHBIX IS
Ka)KJI0T0 U3 YPOBHEH 3aLIUILIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wuHpOpMaruu. ABTOMAaTU3MPOBAHHBIE CHUCTEMBI B
3aIUIeHHOM uctoiHeHnn. O0uue TpeOoBaHUs».

11 I'OCT P 51898-2002 «Acmnektsl 6e3omnacHocTH. [IpaBuia BKIIOUEHUS B CTAHAAPTHD».

12 TOCT P 50.1.056-2005 «Texnuveckas 3ammta uHbopmarmu. OCHOBHBIE TEPMHHBI U
OTIpEICIICHUS».

13 TOCT P UCO/MBK 27001-2006 «1urpopManmoHHasi TeXHOJOTHs. METObI U CpelicTBa
6e3onacHocTu. CucTeMbl MeHeKMEeHTa HH(opMaIonHoi 6e3onacHoctu. TpeboBaHus».

14 I'OCT P 50922-2006 «3amuta nuadopmarmu. OCHOBHBIE TEPMHUHBI U OTIPEICTICHUS».

15 TOCT P 51275-2006 «3amura uHpopmammu. OObekT uHPOpMaruzanuu. DakTopsl,
BO3JIeHcTBYIOMKE Ha nHPopMarnio. OOIIre MOT0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «MupopmanmonHas TexHosuorus. Metoabl u
cpenctBa obecnieueHus 6e3onacHOCTH. YacTh 5. PyKOBOICTBO IO MEHEHKMEHTY O€30TTaCHOCTH CETH.

17 TOCT P HCO/TO 13569-2007 «®PunaHcOBble YyCIyrd. PexkomeHganmuu 10
nH(pOpMaIMOHHOM 6€30MaCHOCTHY.
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18 TOCT P UCO/MDBK 27005-2010 «1rpopManmoHHasi TeXHOJOTHs. METObI U CpelicTBa
obecrieyeHus: 6e30MacHOCTH. MeHePKMEHT pucka HH(OPMAIIMOHHON 0€30IacHOCTI.

19 TOCT P UCO/MDBK 27004-2021 «1rpopManmoHHasi TEXHOJOTHUs. METObI U CpelicTBa
obecrieyeHus: 0e30macHOCTH. MeHeKMEHT HH(OpMAIIMOHHON 6e301MacHOCTH. MOHUTOPHUHT, OLIEHKA
3aIUIIEHHOCTH, aHAIN3 U OLICHUBaHHUE.

20 I'OCT P 51897-2021 «MenemxmeHT pucka. TepMUHBI U ONIpEAETIECHUS.

21 TOCT P 52069.0-2013 «3ammura wuHpopmaruu. Cucrema cranmaptoB. OCHOBHBIE
TIOJIOKECHUSD.

22 Konuenuwms nH(pOPMAITMOHHOM 0e30macHOCTH WCTIOJTHUTEIbHBIX OpraHoB
rocynapctBeHHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.
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